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Modern / Deep ANNs are Worse

LeNet (1998) ResNet (2016)
y CIFAR-100 CIFAR-100
0

T 11
[+ F = ¥
. 0.8 -1 81,81
] ﬁllh ’a‘l ﬁl
E .6 EI}E EI gl
] <1 1<
€, < 1 <<
- [ |

0.0 0.2 04 06 0.8 1.0 00 0.2 04 0.6 0.8 1.0

[ Out puts

Bl Outputs
| Gap |E

Gap /

R

(L6

0.4

Accuracy

(0.2

Error=44.9 Error=30.6

00 0.2 04 06 002 1.0 00 0.2 0.4 06 0.8 1.0
Confidence

().0)

Figure ]I. Confidence histograms (top) and reliability diagrams
(bottom) for a 5-layer LeNet (left) and a 1 10-layer ResNet (right)
on CIFAR-100. Refer to the text below for detailed illustration.

Guo et al. ICRL 2017.



Open Set Recognition - Techniques

e Distance

e Domain

 Reconstruction
 Generative

* Information-theoretic
* Adversarial
 Confidence



Distance OSR

« Example distance metrics
- Mahalanobis
- Standardized Euclidean
- Euclidean

e Semantic gap

- low-level features vs high-
level concepts

- feature similarity !=
semantic similarity




Domain OSR C7

* One-class SVM — Scholkopf.
NeurlPS 2000.
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Reconstruction OSR

» Autocoders — learn compact data
representation

 Greater reconstruction error for OD classes

L(z, ') = ||z — ||

Compressed Data
Original - o Learned
mushroom N, = representation



Probabillistic / Generative OSR

« Build a probabilistic model of the data p,,,4e(X)

» Qutliers are unlikely to have a high likelihood under the
model

« Most generative models allow exact evaluation of p,,qge(X)

pmodel(Xlﬁ):n(Xw“)O)
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Confidence Calibration

Confidence penalty
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» Better generalization
e Separate P,, and P, using thresholding

* This assumes a relationship between uncertain
classes and unknown classes



Methods of ANN Calibration

* Post-hoc (recalibration) methods
- Temperature scaling
— Histogram binning / isotonic regression (binary classification)
- Openmax
- ODIN

 Calibrated training
- Entropy regularization
- Label smoothing regularization
- Bayesian networks



Temperature Scaling

Si(x;T) = ﬁxp (fi(@)/T) Sy(®;T) = max; S;(x:T)
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Figure 4. Reliability diagrams for CIFAR-100 before (far left) and after calibration (middle left, middle right, far right).



OpenMax

« Activation vector (AV):
Penultimate ANN layer
(prior to softmax)

» Classes represented by a
mean activation vector fit
by a Weibull distribution

 Openmax layer estimates
probability for top few
classes and an unknown
unknown class

OpenMax Probabilities

4 Fooling = ® QOpen Val
1.0 ; :

o
o

=
o

=
T

o
b

&
s & ik
L 4

Softmax Probabilities

Bendale et al. Towards Open Set
Deep Networks. CVPR 2015.




REGULARIZING NEURAL NETWORKS BY PENALIZING
CONFIDENT OUTPUT DISTRIBUTIONS
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* Entropy regularization: neural network is trained
to penalize confident output distributions

= — ) logps(ylx) — BH(ps(ylz)).

H(X) = — ) P(x;)log, P(z:)
=1



Rethinking the Inception Architecture for Computer Vision CVPR 2016

Christian Szegedy Vincent Vanhoucke Sergey loffe Jonathon Shlens
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» Label smoothing regularization




OSR Evaluation

e Datasets split into » Metrics
- ID - Binary OD
e Train performance
e Test - |ID performance
- OD

- Fooling / adversarial
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ODIN Method

e QOut-of-Dlstribution
detector for Neural
networks

 Combines temperature
scaling with input
perturbations to scale
the predictive
distribution from a pre-
trained classifier

Thor’'s dad



ODIN Method

1)Iinput (x) fed through classifier with temperature scaled
softmax output

exp (fi(x)/T)
N
Z; 1 E}Lp ff /T

2) Pertubations generated using fast gradient sign
method (Goodfellow 2015)

S;(x;T) = max; S;(x:T)

Si(x; T) =

T = x — esign(—Vlog S;(x; 1))

3) Outlier detection: softmax score on preturbed image
compared to threshold

. |1 ifmax; p(2;T) < 6,
g(:l?a 5} Tj E) o {0 lfInan p(;’i’;’ T) > 5



Input Perturbation
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Input Perturbation

€
+.007 X —
. T+
* sign(VeJ(6, 2, y)) esign(V,J (0,2, y))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

Images very close in pixel space, far in feature space



Experimental Setup

* Networks e Metrics

- DenseNet (2016) 0
- Wide ResNet (2016) - FPRat 95% TPR

» Datasets (ID) — Detection Error
- CIFAR-10 - AUROC
- CIFAR-100 _ AUPR
e Datasets (OD)
- TinylmageNet e Baseline
- LSUN

— Threshold softmax
score

- ISUN
— Gaussian / Uniform Noise



Hyperparameter Optimization

 Randomly held out 1000
Images from each test
set for tuning T and €

 Grid search over

- 1.1, 2,5, 10, 20, 50, 100,
200, 500, 1000

- €& linspace([0, 0.004], 21)

e Free 0 threshold
parameter




TPR on CIFAR-10

Results

(a) ROC Curves
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Dataset Difficulty
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Figure 2: (a)-(d) Performance of our method vs. MMD between in- and out-of-distribution datasets. Neural
networks are trained on CIFAR-100 and CIFAR-80, respectively. The out-of-distribution datasets are 1: LSUN
(cop), 2: TinyImageNet (crop), 3: LSUN (resize), 4: is iSUN (resize), 5: TinyImageNet (resize) and 6:
CIFAR-20.



ODIN Criticisms

« Strengths
- Simple implementation
- Works with pre-trained networks

- Does not affect the prediction accuracy for ID classification or
change predictions

* \WWeaknesses
- Introduces 3 hyperparameters
- Optimize the hyperparameters on the test set
- Very weak baseline comparison
- Used different datasets for OD data
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